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What exactly is the situation you walked into?
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What do you do?
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What should we stop doing?
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What should we start doing?
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You Should\
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: Excited Channel EXCitement)
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: Old-timers Learn History:
: Newbies Listen to Ideas\

J
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[ Four Personas ] You Should: But Don’tj
: Excited : Channel EXCitement: Inflate expectations:
: Nervous : Calm Concerns: Ignore Worries:
: Old-timets : Learn History: Accept ruts:
: Newbies : Listen to Ideas: Ignore side effects:
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[ Product J

How does your employer make the money it uses to pay youe

[ Who are your customers? J
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How do adversaries and your environment interact?e

[ Attacks ]
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[ Attacks J

v ompany-
Specific

 BEC * Who are your * Your Insiders
» Phishing industry’s common . Your software and
« Ransomware vendors”? configurations
e« ATO * Are yo_u d
. DDOS consolidated
vendor?
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How do adversaries and your environment interact?e
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[ Program J

[ Organization J

« What does each organization do?

* Are they organized by asset classes,

or operational taskse

* |s their tempo measured in minutes,
hours, days, or monthse

« How do they add work?e

« How do they park work?e

« What don't they do?¢

S
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What activities need doing across
all systemse

Are they performed by system
owners or specialists?

Are metrics useful, universal,
unambiguous?

How do you know if the capability
existse
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[ Make Changes J

Move fast on small changes and deliberately on large ones

4 N
Reorganization
\_ J
4 N
Vision & Mission
\_ J
4 N
Pillars
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Move fast on small changes and deliberately on large ones

4 )
Initiatives

\_ J

4 )
Buy-In

\_ J

4 )
Sharing
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